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Overview

● What am I doing to get involved?
● How am I doing it?
● Response from the community.
● The future of this project.



  

Coverity

● Static code analyzer.

● Performs analysis without running the code.



  

Interface



  

Last Coverity report



  

High impact issues

● 216 illegal memory accesses.



  

Illegal memory accesses

● Out-of-bounds access.
● Use after free.
● Buffer not null terminated.
● Negative array index read.



  

Medium impact issues

● 310 null pointer dereferences.



  

Some examples



  

From ‘Missing break in switch’ to Code refactoring

● drivers/usb/misc/usbtest.c



  

From ‘missing break in switch’ to 
code refactoring

● It turned out to be a missing continue.



  

There was some room for 
improvement.



  

Arguments in wrong order

● drivers/scsi/qedf/qedf_els.c

● include/scsi/fc_encode.h



  

The fix



  

'Uninitialized scalar variable’ turned 
out to be a copy/paste error

● drivers/scsi/libfc/fc_rport.c

● include/scsi/libfc.h



  

els_data->explan



  

ELS_EXPL_INSUF_RES



  

Same pattern in all cases



  

The fix



  

From ‘Missing break in switch’ to 
Code documentation

● This issue was first detected on 12/21/2016.  
The importance of commenting your our code.



  

‘Dereference before null check’



  

https://lwn.net/Articles/342330/

Fun with NULL pointers (2009)



  

From ‘Use after free’ to Code 
refactoring

● The bug below was first detected on 09/20/2013. Fixed after 4 
years.



  

Duplicated code for different 
branches

● After talking with the maintainer it turned out to 
be a copy/paste error.



  

Workflow



  

Workflow and tips

● Review the code around the issue.
● Review it again.
● In case of doubt ask questions to the maintainers.

(be specific/do your homework).
● Sometimes it is good to ask questions while proposing a 

patch at the same time.
● Take note of similar cases for future bug fixing.
● Read software security assessment books (sometimes it 

helps to cope with frustration too).



  

Problems and the future of this 
project

● False Positives.
● Use Coccinelle to identify False Positives.
● Continue fixing as much bugs as possible 

during the next ~8 months.



  

200+ patches upstream

Contributions



  

Categories (7)

● NULL pointer dereferences.
● API usage errors.
● Code maintainability issues.
● Control flow issues.
● Uninitialized variables.
● Incorrect expression.
● Integer handling issues.

● Constification (Not a Coverity category)
● Miscellaneous (Not a Coverity category)



  

Types (21)

● Dereference after null check.
● Dereference before null check.
● Dereference null return value.
● Explicit null dereference.
● Missing null check on return value.
● Arguments in wrong order.
● Ignored error return code.
● Unused value.
● Unused code.
● Unnecessary static on local 

variable.

● ‘Constant’ variable guards dead code.
● Missing break in switch.
● Uninitialized scalar variable.
● Array compared against 0.
● Identical code for different branches.
● Self assignment.
● Macro compares unsigned to 0.
● Code refactoring.
● Print error message on failure.
● Unnecessary cast on kmalloc.
● Use sizeof(*var) in kmalloc.



  

Components impacted (26)

●  alsa-devel
●  ath10k
●  dri-devel
●  intel-gfx
●  linux-arm-kernel
●  linux-arm-msm
●  linux-clk
●  linux-crypto
●  linux-fbdev
●  linux-fpga
●  linux-input
●  linux-media
●  linux-mediatek

●  linux-mmc
●  linux-omap
●  linux-parisc
●  linux-pm
●  linux-rdma
●  linux-renesas-soc
●  linux-rockchip
●  linux-scsi
●  linux-wireless
●  linux-wpan
●  platform-driver-x86
●  target-devel
●  tpmdd-devel



  

Contributions



  

Thank you!

#FuerzaMéxico
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